Report of the Assistant Executive Director
of Finance (Audit and Risk Management)

AUDIT COMMITTEE — 11" December 2013

STRATEGIC RISK REGISTER - Full Review October 2013

1.1

1.2

2.1

Purpose of the Report

This brief covering note presents the draft Cabinet report covering the latest
review of the Strategic Risk Register (SRR), which has been programmed for
consideration by Cabinet on the 18" December 2013. Rather than prepare
another report, the Cabinet report follows this covering note.

This report forms part of the Audit Committee’s assurance process where it was
agreed that following the completion of each review of the SRR, the Audit
committee considers the latest iteration of the SRR, and where appropriate,
provides comments.

Recommendation

It is recommended that the Audit Committee considers, and comments
accordingly upon the outcomes of the recent review of the SRR, in
relation to the management, challenge and development of the SRR, and
continue to receive periodic updates as to the progress of the actions
taken and their impact on the SRR.

Contact Officers: AED Finance (Audit & Risk Management)
Telephone: 01226 773241
Date: 29" November 2013




Report of the Assistant Chief Executive
(Finance, Property and Information Services)

CABINET - 18" December 2013

STRATEGIC RISK REGISTER - Full Review October 2013

1.

1.1

Purpose of the Report

The Strategic Risk Register (SRR) contains those high level risks which are
considered to be significant potential obstacles to the overall achievement of
corporate objectives.

Like all risk registers, it is important that the SRR remains up to date and
reviewed regularly in order to accurately reflect the most significant risks to the
achievement of objectives and facilitate timely and effective mitigations of those
risks.

Following a zero-based review of the SRR in the early part of 2013, a full review
of the revised SRR was undertaken in October 2013, and the outcomes of the
review are detailed within the body of this report.

Recommendations

It is recommended that :-

i. Cabinet confirms that the high level strategic risks articulated within
the revised SRR fully reflect the current position of the Authority; and,

Cabinet considers the content of this report and continues to commit
to support the Corporate Risk Management process and the
embedding of a Risk Management Culture

- Introduction

The embedding of a culture where Risk Management is considered a part of
normal business processes is crucial to the successful delivery of the Risk
Management Policy and Strategy and the implementation of good governance
arrangements.

A robust and dynamic SRR sets the culture and tone for Risk Management
across and throughout the Authority. The engagement of the Senior
Management Team (SMT) in the Risk Management process through the
ownership and review of the SRR demonstrates a strong commitment to lead
and champion Risk Management ‘from the top’ and to further reinforce the
continuing development of a Risk Management culture.

The risks in the SRR are owned by the Senior Management Team, with the
management of individual risks being allocated to a Risk Manager (a member of
SMT) and measures to mitigate risks allocated to Mitigation Action Managers
(being those senior managers best placed to take responsibility to drive the
implementation of those actions).




SMT is also responsible for ensuring that the SRR continues to clearly express
those high level risks which have a significant bearing upon the overall
achievement of corporate objectives and that they are being appropriately
managed.

In order to provide assurance that the SRR is being appropriately managed
reviews of the register are facilitated by the Risk Management Section (RMS)
on a six monthly cycle. The results of these reviews are discussed by the
Authority’s Risk Champions, and reported to SMT for further consideration and
action. The outcome of this process is then reported to the Cabinet and the
Audit Committee.

This report provides a summary to Cabinet of the recent review, and highlights
specific issues and actions for consideration. This ensures senior Elected
Members are aware of the SRR and can contribute to its development. The
consideration of the SRR by Cabinet contributes to the role of Elected Members
in assisting in the development of strategy and contributing to the identification
of high level strategic risks, rather than simply monitoring the management of
the Risk Management process.

Background and Context to the October 2013 Review

The review that has been recently completed forms the first review of the
recently revised ‘zero-based’ SRR. The outcomes of the initial ‘zero-based’
review were reported to Cabinet under report reference Cab.14.8.2013.6.1.

The October 2013 review included:

Consideration of the correct expression of the risk;

Risk Owners are encouraged to consider- risks in terms of Event >
Consequences > Impact, and these are logged within the risk title and risk
consequences fields.

Consideration is given to the allocation of ‘We Will Statements’ (sourced from
recent reports in respect of Corporate Plan Performance updates) which
provide assurances that the identified risks are linked to performance
management metrics, which in turn are linked to Corporate Plan outcomes.

Consideration of the level of ‘concern’ for each risk;
Clearly, all risks logged in the SRR are significant. A ‘traditional’ quantative
Risk Management risk assessment of all SRR risks has been undertaken,
and all of the risks logged in the SRR have been assessed as ‘red’, due to
their high rating in terms of overall probability, or impact.

Whilst risk mitigations are in place, and efforts are being made to ensure the
intended benefits of such risk mitigation actions are realised, the actual
positive impact of these mitigations can often be hard to express in terms of
the risk assessment itself, and ultimately, what are contextually small positive
impacts on such significant risks may simply result in the maintenance of the
assessment, rather than any attempts to improve it.

As parnt of the ‘zero-based’ review of the SRR in March 2013, the use of
‘Concern’ level was implemented. This qualitative assessment gives the risk




owner (or SMT collectively) the opportunity to consider the following dynamic
elements of each risk, rather than focus on the traditional probability and

impact assessments:

Concern
Rating 2
(Red)

Concern
Rating 1
(Red)

Little
confidence the
risk can be
improved;
Unachievable
Objective;
Difficult to
influence; or,
Out of
tolerance.

Concern is
between rating
1 and rating 3

Concern
Rating 3
(Amber)

Some
confidence
the risk can
be
improved,;
Moderately
achievable
Obijective;
Possible to
influence;

Concern
Rating 4
(Amber)

Concern is
between rating
3 and rating 5

Confident
the risk can
be
improved;
Achievable
Objective;
Easily
influenced;
or,
Tolerable.

Concern is
less than
rating 5

or,
Barely
tolerable

Consideration regarding existing risk mitigation actions, as well as
consideration of any new risk mitigation actions;

Each risk mitigation action is allocated a red, amber or green rating, in a
similar way to the ‘concern rating’ (detailed above). Risk mitigation owners
are also asked to consider a further assessment as to the overall progress
and achievement of each of the actions. Of note is the fact that some risks
may be logged as being ‘amber’ (or in some circumstances ‘red’) in terms of
the overall Concern rating, but mitigation actions may be logged as ‘Green’.
The implication of this suggests that the actions being taken are on track, but
due to factors such as the ‘long-tail’ nature of some risks, the action may be
something that is aimed at maintaining the risk, rather than improving the
risk.

Similarly, some risks may be logged as having a concern rating of ‘green’
with actions logged as ‘amber’. This suggests that whilst the risk itself may be
acceptable, the actions themselves may be less so. In these circumstances,
attention should be given to ensuring the action is resourced to ensure it is
able to deliver the intended outcomes.

This is in addition to the ‘% complete’ field within the register.

Furthermore, it is envisaged that the ‘Programmes for Delivering BMBC
Priorities and Organisational Change’ will eventually be managed via the
P2.net Programme and Project Management system, which will allow for a
deeper analysis of the progress against the action to be undertaken as
appropriate. For example, Risk 3021 (Failure to build the economy of
Barnsley) benefits from a risk mitigation relating to the successful delivery of
the Economic Strategy, which is logged in the P2.net systems as a
Programme of activity, with a number of sub-projects attached relating to
Visitor Economy, Housing and MarketPlace Bamsley.

Consideration of fallback plans, should the risk occur;

Where possible, consideration was also given to fallback planning, should the
risk manifest. It is acknowledged that some risks require further recognition of
the need to consider this element of the risk in later iterations of the register.



Cognisance was also given during each meeting between the Risk Owner and
the RMS regarding any new or emerging risks that should be considered.

Following each individual meeting with SMT members, a revised iteration of
relevant risks was drafted, and presented back to the Risk Owner for comment
and / or approval.

The Zero-Based Review — Outcomes
The following risks have worsened since the last review:

3023 - Failure to engage with Stakeholders

The main mitigation ((18) Customer Services Strategy / review) is slipping due
to recent issues relating to the overall robustness of the Authority’s technical
architecture. This directly relates to risk 3029 - Failure to safeguard
Information.

3028 - Workforce Planning issues

Recent metrics identified only 37% of employees benefit from a current
Performance and Development Review (PDR). The main mitigation to this risk
((12) Organisation Development report to Cabinet) is 50% complete, and
marked as ‘green’.

3029 - Failure to safeguard Information
A mitigation logged against this risk ((16) Use of information technology and
digital opportunities) has assisted in identifying significant issues with the

Authority’s technical architecture, which has justified the level of concern for this
risk to be upgraded. New mitigation actions are now in place relating to the
management and delivery of the Action Plan arsing from the IT Health Check
and a full review, and where appropriate, redesign of the Authority’s technical
architecture.

3030 — Failure to be prepared for an emergency response or a business
continuity threat

Recent downtime in respect of IT and telephony has meant the level of concem
for this risk has been upgraded. Linkages between this risk and risk 3029 have
been made, and further work is required in terms of Strategic Property and
Procurement and Information Services working together to develop a plan to
either give employees access to premises or facilities to be able to work.

3033 - Failure to adapt the Authority into a sustainable organisation

This level of concem for this risk has been upgraded due to the significant
impacts on the Authority due to existing austerity measures. The main
mitigation logged against this risk relates to the requirement to develop further
budget saving options for 2015 / 16 that will be built into the medium term
financial strategy (MTFS), and delivered via the key lines of enquiry (KLoE)
process.

3035 — Loss of assets and resources as a result of a one off incident of
fraud / corruption / bribery, or a sustained or widespread occurrence

Despite the mitigations to this risk being progressed satisfactorily, the increased
opportunity to commit such acts and the reducing ability of management to




5.2

5.3
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5.5

5.6
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detect these incidents taking place merits the level of concem for this risk being
upgraded.

The following risks have improved since the last review:

3024 - Lack of educational attainment

Due to positive activity in respect of the Children’'s and Young People’s Plan
and a refresh of the Barnsley Challenge Plan, it was felt this risk had been
improved.

1630 — Equal Pay Claims

The financial impact of this risk has improved, due to the robust budgetary
processes that are in place that has allowed for flexibility relating to these
matters to be included within the MTFS. The main mitigation to this risk is
based on monitoring the propensity for further claims to be made. It is likely that
with no further negative move to this risk, it will be managed at an operational
level at the next iteration.

The ED Corporate Services requested a further meeting to look more closely at
risk 3032 (Failure of Partnership Working). It is envisaged that this refresh of
risk 3032 will take place prior to the next formal review of SRR, programmed for
February — March 2014.

All other risks currently logged in the Authority’'s SRR have remained static in
terms of the level of concern for each risk. Despite the level of concern for these
risks remaining static, the majority of risk mitigation actions have progressed to
a satisfactory level.

Two risk mitigation actions are now complete:

3047 - Failure to protect the health of the population from preventable

health threats

- Adapting to new ways of working / culture following transition to BMBC -
complete

3029 - Failure to safeguard information

- Undertake annual IT Security Health check to ensure compliance with
Government Code of Connection requirements (2013) and ensure the
associated Action Plan is managed and completed.

A new mitigation action has been allotted to this risk as follows:

- Manage and deliver the Action plan arising from the IT Security health
check.

No risk mitigation actions are currently logged as being ‘red’.

It is proposed to continue to log ‘completed’ mitigations on the SRR, until the
next programmed review and subsequent iteration of the SRR is produced. At
that time, it is likely ‘completed’ mitigations will then be logged in the ‘Existing
Control Measures’ field within the SRR.

Key Risks



6.1

The table below sets out the distribution of the SRR risks across the six
‘concern rating’ classifications:

Concern Rating Number of Risks
1
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6.2 The risk that has been allocated a red ‘concern rating’ relates to:

3026 — Failure to achieve a reduction in Health inequalities within the
Borough.

It is important to note that despite this risk having been allocated a red concem
rating, it does benefit from mitigation actions that are logged as either green or
amber. The implication of this, is that despite the initial concem regarding the
risk, the actions that are being taken to mitigate these risks are for the most
part, on track and achievable.

Furthermore, it is also acknowledged that whilst structures and processes are in
place to control this risk, time is required to gauge the overall effect and impact
of these new controls on the overall level of concern for this risk.

Assurance

This report and the SRR was be submitted to the Audit Committee at their
meeting of 11" December 2013, in order to provide assurance that these
significant risks are being managed appropriately.

The Audit Committee have expressed a clear interest in receiving assurance
from Cabinet that appropriate challenge and scrutiny of corporate risk
management arrangements take place and engagement with significant risks
through reports on the SRR will be a key source of assurance.

Future Review of the SRR

It is proposed that the next review of the SRR takes place during February to
March 2014. This will allow for consideration of the SRR and associated risks to
be fully considered as part of Service and Delivery Planning in 2014, as well as
being able to provide a further update to the Audit Committee, at their meeting
of 26" March 2014.

Delivering Corporate Plan Ambitions

The SRR lists those significant risks which could impact upon the delivery of the
Authority’s objectives as set out in the Authority’s Corporate Plan. Risks within
the SRR are linked to both the Corporate Plan, and the Peer Challenge
Improvement Plan, in order ensure that the register is focused upon those risks
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which are considered to be significant potential obstacles to the achievement of
corporate objectives.

Risk Management Issues

The report focuses upon the further development of the SRR and the
contribution this will make to the embedding of a risk management culture
throughout the Authority.

Failure to fully develop the SRR will present a significant risk to the successful
implementation of the required Risk Management cuilture.

Financial Implications

There are no specific financial implications arising directly from this report
although there is often a cost in taking (or not taking) specific action identified
through the risk management process. Most individual Cabinet reports have
financial implications and so the application of good risk management is vital to
ensure the most effective use of resources.

Appendices
Appendix One - Strategic Risk Register (full version)
Background Papers

Various paper and electronic files and risk registers which are available for
inspection at the Westgate Plaza One offices of the Authority.

Contact Officers: ACE Finance, Property and Information Services / AD
Finance (Audit & Risk Management)

Telephone: 01226 773101 / 01226 773241

Date: 2"4 December 2013




Updated BMBC Strategic Concerns Register - as at 24th October 2013

SO SR Concern Rating 3. Concern Rating 5.
Lisile confidence that the Risk can be improved Some confidence that the Risk can be improved B |
OR OR Confdent that the Risk can be |mproved 1
Unachieveabls Objective 4 Iy Ach ble Ob OR 1
OR Concern Rating 2 i H Concern Rating 4. Acheivable Objective L g & <Ly
Difficult to Influsnce i o (e OR L Concern Rating 6.
OR OR Easily Influenced
Out of Tolerance OR
Barely Tolerable Tolerabie
Risk 'Concern' Rating:
The 'assessment’ of the risk is based on:
- The confidence the Authority has that the Risk can be improved;
- The ability of the Authority to be able to achieve the objectives that are linked or implicit within the Risk ;
- The ability of the Authority to be able to influence or affect the Risk;
- The speed in which the organisation can change its direction and therefore control the velocity of the Risk; and,
- The willingness of the Authority to accept or tolerate the Risk
BMBC
Corporate Plan| BMBC
Priorities and Corporate Risk Risk Review | Recovery
N Peer Challenge Risk Title Risk Consequences Existing Control Measures May-13 Oct-13 Mar-14 Oct-14 Risk Mitigation Action Owner % comp
ew Future ™ No Manager Date Plan
Council l:rovamenl
Themes Plan Themes
3021 [Failure to build the There are some imp and for B ley to exploit. ED Council Constitution (1} Economic Plan (P2 net - DEC ing the Eq ED O 24% 131/03/2014
_2 Economy of Bamsley | These include is sense of place and community, its position in two City Regions, Developme |Local Code of Corporate Govemance Programme) Environment & Culture Green
> and its good connectivity within the region and beyond. Other opportunities include |nt, Growing Bamsley's Economy (2012-2033) - Economic Strategy
E E the potential of the digital and knowledge based aconomy. looking to low carbon Ei ity Strategy for Bamslay (2011 -2015)
o O futures, the scope to improve the area’s visitor economy through better operation of |& Culture Corporate Plan
c c ‘N " its cultural assets (o attract visitors and spend) and the increasing diversification of Fult year targets not met due to initial issuas regarding delays in obtaining funding - however. part year statistics indicate promise for next
o o - the economy as a whole, via the devaelopment of small and medium enterprises year, and the direction of traval is posttive; L
(3] (SME's). Kils P b ® dren, v 0° 3
u‘j uJ 2 In order to address the challenges and to maximise these and other opportunitias, it We Will Statements: f:l)bsel:aslt O'a gMAB:éum .arf) fiactiong i been comple(ed IEeDo(;l"‘::r::miI(i’:: 9 i?::er 311031201
S wdl be essennal to work in partnership to daliver a suite of priorities and key 1) ‘Create the conditions for economic growth and greater prosperity - GREEN N W,
Q, s N b h with the Agenda and the refresh of
)] ~ > Ak ma": sty prolec“s "”rg?‘ ulsnelss d”f opmant . - hrough . . ) FeR 3 3 the Economic Strategy. The Skills Plan is to be refreshed. in
E = O and growth. and link new and existing jobs more effectivaly to local people. 2) ‘Create more jobs an through an appropriate p of and empley p - GREEN partnership with DEC, and a cabinet raport will be prepared
ibmission in J 14
o)) (=] 2 3) 'Reduce those y and i skill levels of current and future workforce' - RED for submission in January 20
cC© -
.E " ..‘_', 4) ‘Davelop a vibrant Town Centre' - AMBER D of Visitor E qy Erll) P9V9|°D:":fé‘- " QG% i 31/03/2014
vironment & Culture reen
g g w 4) *Prioritise the economic renewal of the Goldthorpe and wider Dearne area’ - AMBER ;
hed omm
(5 T, 6) 'Signifi y gl our visitor by further di ping our key cultural assets and evants' - GREEN
3022 |inabiliy to direct The Aumonty may be challenged by internal friction beMaen Elacted Members and [ACE Legal |Councit Constitution; Area Council Officer Coordinating Group to unpick issues 31/03/2014 |Refer
corporate strategy ially with regard to isions with & Local Code of Corporate Governance; rolating to Area Govemnance matter to
polmcal or local rep C ity Strategy for B: ley (2011-2015); Monitoring
Corporate Plan; Officer for
In the event of Constitutional dispute, role of Monnonng Officer to adjudicate as and when tensions arise; adjudicatic
Area Council in place, with supporting i n

) between the Council and the

nmunity

in the form of ‘Area Govemance Handbook', ‘Ward Alliance

and Ef our C

Govemance Handbook', ‘Ward Alliance C i ve | ,"Ct
Neighbourhood Networks' and 'Working with you to supporl your Community’;

Purple Cabinet meetings used as a forum to dnscuss sensitive and confidential issuas;
SMT ings and 1o ensure
Area Chalrs meet each other on a regular basis to ensure cooperation and consensus;

if session held regarding Conduct and Commisioning;
Revisions to Contract Standing Orders (CSOs) lo enable flexibility;
Officer Working Group in place to support ing and p

activity:

We Will Statements:

through

ip is able to keep in touch with regard to pressures;

17) 'Engage local communities in heiping them shape the decisions and services in their neighbourhood' - AMBER

total

18) ‘Ensure the Council fairly and d

fo equalities in policy and practice' - AMBER

Periodic review of Area Council Arrangements by Cabinet

ACE Legal & Govemance |S

31/03/2014

Area Council Commissioning Group to unpick issues ACE Legal & Govemnance |31/03/2014
ralating to P and C (13/14)
Area Council Chairp Group to ACE Legal & - |31/03/2014

and consensus amongst Area Councils (13/14)
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BMBC
Corporate Plan BMBC
Priorities and | SOPorate [ o Risk Review | Recovery
Peer Challenge; Risk Title Risk Consequences Existing Control Measures May-13 Oct-13 Mar-14 Oet-14 Risk Mitigation Action Owner % comp
New Fun'ne improvement No Manager Date Plan
Council Plan Themes
Themes
Rl 3023  |Failure to engage with [Non ability to explain Authority's position and / or public relations. Failure lo ED Revised ing Area Councils and the changing role of Elactad Members; (5) Volunteering Stratagy ED Adults & Communities [10% 31/03/2014 |Deal with
= o kehol L ively with i Lack of proper engagement [Corporate  |Using fessons lsamt and general approach from Deame LIS project as the basis for the implementation of Area Council Arrangements. Amber complaints
(/)] o with stakeholders, at the right level, and at the right time. Loss of confidence in Services Use of key partners and LSP to coordinate wider communication activity; / lagal
c abilty to delivar services or respond to problems. Lack of community support which Ei of Clinwcal Co issioning Groups to assist m ensuring stakeholders recenve the services that they require and need; action /
o prevents and/ or hinders i or effective impl of change. High Empioyer Supp: Vols ing (ESV) Sch in place - work is required to ideniity take of ESV scheme and also to identity mpact of censure
= expectation of service delivery and resource availability despite budget reductions the scheme:;
E Poor engagement with ragard to Future Council Activity could result in legal Cabinet Report dated 09/10/2013: Deame Approach - Findings of Community Research (Cab.9.10.2013 10.3);
-— challenge. Funding that Vol Strategy is via Citzaen Advice Bureau (CAB}) - their own funding with Transtorming Local
e Infrastructure {TLI) comes to and end in November 2013:
(] We Will Statements:
= 14) Ensure people of all ages have a much greater involvement in designing services and actively particpating in improving their Iives and 4 3
=] Bamsley - AMBER (18) Customer Services Strategy / Review ED Adults & Communtties [0% 31/03/2014
Amber
g’ 15) ‘Support the many benefits of volunteering and foster our many and diverse opportuntties for residents to gain new skills and
i peri through ing' - AMBER
(=]
c
©
S
3024  fLack of educational Failure to meet DIE targets for educational attainment; ED [Pert M. Fi (9) Children and Younger Pecple's Plan: The plan has been IE3) Children, Young 80% 31/03/2014
attainment Damage to reputation through poor performance in published league tables Children, CYPF Policies and Strategies; d at Chil DMT, and now requires approval by |People & Families Green
compared lo the national average, and in poor inspection outcomes; Young Close itoring of grade to ensure the Authority remains aware of changing or imp g perf targets. the Childrens Trust, and then Cabinet. The focus of the work|
Reputational damage from press; Paople & As at April 2013 Primary School results are above average, and increasing: after that point will be in ensuring the delivery of the plan,
Potential adverse Annual Performance Assessment: Families As at April 2013 Secondary School resulls are improving, and to L improving 2013; and its objectives
Intervention by DIE;
Potential prassure from DIE for closure of schools or transter to Trust or Academy We Will Statements:
status; 7) 'Improve the quality of leaming and leadership in schools to support better educational attainment levels’ - AMBER
Nagative impact on pupils and parents: - B
8) ‘We will ensure high quality p are in our new ip with schools' - GREEN 3 4 (10) Bamsley Cl The B Challenge Plan has }ED Children, Young 80% 31/03/2014
been and pi to the Cl Board. and |People & Families Green
SMT. The refreshed Plan now requires approval by cabinet,
programmed for November 2013
3025 |Failure to sateguard The risk of not safeguarding vulnerable adults who are either known or notknown |ED Adults & |Council Constitution; (6) OFSTED Action Plan and Improvement Board: ED Children, Young T50% 31/03/2014
vulnarable service to the service; Communitie | Equalities and Diversity Policy; i Y prog) made f ing June 2013. Further Paople & Families Ambaer
users The risk is greatly enhanced due to a 98% & in ret within the B: s Adults Safeguarding Board; review programmed for December 2013. Issues arising
in recent years; Childrens Safeguarding Board; relating to data quality and performance information
Changes in demographics mean there are more ‘older-older' people which means Service Delivery Plans;
an increased demand for services; Management of Parsonalisation / Personal Care packages that require less regulated services, makes better use of commissioning (11) Anti Poverty: Local Wellare Scheme established, ED Adults & Communtlies |25% 31703/2014
As increased pressure mounts to reduce budgets / spending, there will be a Tkely resources and ensures opaopel are better placed to look after i(hemselves: Rationalised Anti Povarty Programmes: Extra rasources Amber
ind d for intervention and help from service users who Safeguarding Improvement Board set up to manage and drive OFSTED Sat g F being apllied to CAB;
are also under significant financial prassure; i d Universal Inf: ion and Advice;
Better care at an young age for those with physical or other forms of disability Analsysis of Ward Alliance activity suggests positive progress is being made - most safeguarding related factors are being achieved.
means lile expectancy increasas which puts further prassure on Adult Services;
We Will Statements:
9) ‘Target young people, families and communities who may need extra help in gaining the skills and they need to - Childrens Services Scrutiny Board (sub-commiittee of ED Children, Young 50% 31/03/2014
b —4 Arrangements are not sutficient to keep children and young people safe from harm., AMBER Overview and Scrutiny Committee) 13/14: ED Childrens Paople & Families Green
c abuse or neglact: Services met Scrutiny Board to undertake review of their
[ The risk is compoundad by whether or not the children at risk are known to the 10) ‘Prioritise the sateguarding of vulnerable children and adults, and ensure the risk of them getting harmed is kept to an absolute workplan for 13/14 and o ensure some contingency
E service; ini - AMBER remains within their plan
d>) rn\ 13) ‘Ensure that the Council plays a strong part in keeping the Borough sate, and work with others to improve community safety - AMBER (8) Inverting the Triangle: Programme Board i place; ED Adults & Communties [50% 31032014
_q_, 'Oq—, Expressions of interest made; Amber
£ e
[1] S’
© n
o o : :
c =) Promotion of Adults gC toassistin__| ED Adulls & Communtlies | 10% 3170312014
© c the p n i ion of ing: Linked to Amber
(1] Volunteering Scheme and Rotary Club; Training being
a - 4 4 considered, alongside impact on officer time to support
] o voluntears;
S g~}
[ Impi and of Personal Budgets ED Adults & Communities |80% 31/03/2014
- c b ncluding building 'risk into Groen
[«] © services users 0 P being
[« [1+] and re-engineered as part of review of Assessment & Care |
7)) ki Management: Risk Enablement and Risk Palicy being |
D c developed: Piloted i 1 locality team;
-—
2 | 5
8 < Implementation of Area Council Arrangements which ED Adults & Communities [75% 31/03/2014
L the principle of facilitati i Amber
o L to assist in supporting vulnerable people; Area Councils
()] = established; Phase 1 of Deame Approach complete;
c S Establishing Ward Alliances;
=
2 T
(*]
A Identification of opportunities to leam lessons from ED Adults & Communities [75% 31/03/2014
Q. ing Board Joint planned; Green
E Reps from SAB on BSCB and vice varsa; Joint
-— f ing Boards iops planned; Joint audit of
safer recruitment planned:; Joint leaming from regional DHR ]
and SCR taken place;

Page20f 5




BMBC
Corporate Plan c:rr::lo _ .
Pricrities Snd Peer Challenge)| Risk Risk Title Risk Consequences Risk Existing Control Measures May-13 Oct-13 Mar-14 Oct-14 Risk Mitigation Action Owner % comp Review | Recovery
New Future improvement No Manager Date Plan
Council Plan Themes
Themes

3026  [Failure to achieve a Health inequalities persist. Life expectancy in Bamsley remains well below the Acting ED  JActing Director of Public Health in post to provide leadership; (7} Heaith and Well-Being Strategy and Board (13/14): Acting ED Public Health  |50% 31/03/2014
reduction in Health national avarage and varies between different parts of the borough Although lite | Public Liaison with Clinical Commissioning Group {CCG) and GPs to ensure that the right services are being commissioned; Board i JSNA and i i Green
inequalities within the has i d, the gap b and the rest of the country  |Health Jont ic Neads A (JSNA) to ensure an p ing of the i of the of identified; HAWB P Boards now d
Borough has continued to widen. Such health inequalities challenge not just the health and Bamsley:

social care services but every one interested in the future prosperity and well-being Health and Waellbeing Stratagy identifies six key objectives - and within these, it is dthat & is imp to ‘try and do
of the borough. It is unacceptable that people’s health and quality of life varies so [everything’ - the ob and key delp identify the si areas of concemn =
much with the sort of work they do or where they Ive Oversight of Health and Wellbaing Strategy provided by parinering organisations and agencies that are best placed to deal with the issues (24) Integrating Public health roles and responsiilities and  |Acting ED Public Health |70% 31/03/2014
The cost of heallh inequalities is bome not just by health and social care services (health - hospital, alcoho! - police etc); functions; Hub and Spoke model being developed: review of Amber
and, of course, parents, carers and children, but by employers and the local Six-monthly reports to Health and Wellbeing Board; provision / being Public
economy. Structure and procedures in place - need to assess impacts / benefits to identify ettectivaness. Health D: Py
Good health is tothe gh's ion. Healthy people
are less likely to be socially excluded and more likely to be in work. Healthy We will statements:
children are 11) ‘Make the improvement of people’s health and welibeing everybody's b with an onp and the
more likely to do wall at school that all services can make' - AMBER Undertake recruitment process to identify and recruit Chief Exacutive _3(_)% 3 31/03/2014
All the available evidence shows that health is closely associated with people’s Director of Public Health: JD approved by faculty of Public Gresn
of living, tevel of and whaere they Ive - there are 12) 'Prioritise the of health inequalities b. ditfarent parts of the Borough, and the Borough and the rest of the country’ - RED Health; Advert due November 2013
significant ditferences in terms of average life expectancy depending on where in
the Borough one resides:

3047  [Failure to protect the [Failure to protect health and against p disease by Acting ED  [Liasion with NHS regarding large scale response; Health P Board to be d to provide Acting ED Public Health Refer
health of the pop iate levels of inatk isation and ing. Public Health Protection Agency Framework in place; relating to p health issues Green matter to
from preventable heaith Health Maintenance of World Health Organisation targets; HPA.
threats. Currently Bamsley has above average coverage regarding public health related screening: (¢

Use of NHS England website and resources; 3 3 el 1R
Adapting to new ways of working / cultura following transition[Acting ED Public Health |100% - |31/12/2013
into BMBC: Complate Green
{ |
< 3027 |Failure to manage Signicant budget cuts are driving the ‘Future Council’ programme. This change ACXHR, |HR Policies; =, [ (13) Empl 2013 Talkab ACX HR. Parformance & 50% ~ |31/03/2014
[=2] isatk change is 0 ing the isation’s busi modal P Council Ct | and further T: planned tor Partnerships and
g For le. delivering services and through mixed e & Service and Financial Planning Process: [January 2014; 2nd Middle M: Cont: October |C: icath
= and P: i ice Delivery Planning Process: | | |2013; Employae Survey completed and action plan being
— 8 . process ing and and Partnership Governance Framework: | developed:;
: © change programme and projects may be chalk by cost and failure |C ica |Corporate Complaints Policy; Al PRt
o - to meet expectations. tion Risk Management Policy; f Il & {14) F and Project M: Capacity issues [ACX HR, Performance & [10%
R New Models of 8 - d and sernvices g and impl new Trading Models: f being identified and upskilling opportunities being Partnerships and Amber
=T Changes to Employee Terms and Conditions; developed; Communication
g s Employee Relations Forum with Trade Unions;
3o ;ﬂ‘:’:\z“gﬁ“”"ﬁ W“{; ::s e Widdla hénager Canference: (20 C Rovised C Strategy|ACX HR, Performance & |25% | [31/03/201%
o R of G i Division now with ACE HR, P&P and Comms being developed and p dforp fon to SMT: |P: i [
Py E 5 . in People d Communication
= S
"g g’ :; We Will Statements: 4 {19) Equality Priorities / Groups (including oversight by ACE Legal & Govemance |50% 31/03/2014
i = 3 p Future Council - Customers’ Corporate Equalities group): SMT to look at the strategic Amber
P g = needs of the Corporate Equalities group in order to support
L ‘£ 2 land drive progress
— o 3 ® = =
1 g’ £ o |3028 |Worki I The A ity is ly going o e change Thiswill [ACX HR, HR Policies; (12) O isatk D (o] ACX HR, Performance & [50% 31/03/2014
Q « £ L issuas create significant workforce issues around having the right skills, people and P Council C Development being presented to Cabinet which is Inked to | Parinerships and Green
c L 0O employes capacity. The Authority will require employees to have ditferent skill sets |e & Equalities and Diversity Policy: the 10 Priorities i via T: L HR Ci icati i I
3 Qo0 that ina bush model. O; risks mherent m P: ips| Risk A Policy; Reorganistion completed; :.
o] ® T isati [.! izing initiatives will include: and and of "Future Council' / KLoE activity; I
o ‘5 E - ) ing p ivi Communica |PULSE Survey to measure progress in key areas since the last full employee survey n 2011: a7l
- - Gefting the balance right batween cost and benefit; tion Development of Adobe Forms 1o assist management processes; 4 3
[}] 3 g’ - Need to raduce deficit reductions; As at October 2013 37% of employeas benefit from a current POR:
= (&) - - Balancing the impact of reducing the and the ic impact on the 4
3 [ [community; and, We Will Statements:
"5 g - Maintaining morate in the remaining worklorce. ‘Sustainable Future Council - People’
L & |
[}] 3029  [Failure to safeguard The Council is gly storing and ing p dataand |ACE inf M and Policies: (16) Use of Int Tech and Digital ACE Fnance, Property & [50% 31/03/2014 |Enable
3 L 0 i as part of the delivery of services. With data held in a vast array of Finance, ACX (Legal and Govemance) has taken on the role of Sanior Information Risk Officer (SIRO); Opportunities (which has to the identification of |t 0 X Amber ravision to
-] places and transferring between between supply chain pariners, it bacomes Property & |Information Security and Computer Usage Policy in place; PSN CoCo related issues) L
c [} to loss, and privacy risks. Inf g Inf g Team in place to provide advice, guidance and training; ro that will
— 7)) C Coda of Ci t i allow
S 1] t%i:;l and aqd lna'nclal from T“T"' by (?ou:cnl sm‘pk.)yees ag::icsz:slems, .Racords_Managemenl TQGa::u:: pl?ce 10 pr:nvdlde a(Mca,'guldance and training: Undertake annual IT Security Health Check to ensure ACE Finance, Propbrty & m::s_
(] = Loss of public confidence i the ability of the Council to store sensitive information, Technical Architect role to be filled; y with Code Of C . " it
=3 [+)] ingina ion in the use of public self-service faciliies; Some initial actions have been taken as a result of IT Health Chack to control, and restrict access: requirements (2013) and ensure the associated Action Plan }
w 3 Failure to Connects i leading to the suspension of * Reduced permissions is managed and completed |
o the Councils connaction to the govemment secure network; » Deactivated USB ports L]
et Non compliance with Data Protection Act and Freedom of information Act: + Deactivated removeable madia options Develop and impli new ion Te ] ACE Finance, Property & [0% 31/03/2014
o Non compliance with Payment Card Industry Data Security Standards (PCI DSS) * Impl\ d Y to h: g solutk Information Security Polices Information Services Amber
m leading to the inability to process payment card transactions; The Authority's core infrastructure has benefitied from:
+ Patching 4 3 L_
) * Protection. - _— - —
N - Manage and daliver the Action Plan arising from the T ACE Finance, Property & [25% 31/03/2014
= S ity Heaith Check U X Amber
T
c
[1+] Provide annual awareness to all staff relating to Head of Inf: |9%' - I31/03/2014
0 Security (13/14) Services ]
o~
= [{~]
[T Review current [T architacture and re-design whera Head of Information
m [}] Y to meet appropri: Servicas
o)) =
cCo
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BMBC
Corporate
Peer Challenge Risk Risk Titte Risk Consequences Risk Existing Control Measures May-13 Oct-13 Mar-14 Oct-14 Risk Mitigation Action Owner % comp Review | Recovery
I " No Manager Date Plan
provemen
Plan Themes
'_.: == 3030 |Failure tobe prep The ing risk envi is i ingly making or 'resili ‘a ACXHR, Service Continuity plans Analysis of 12/13 AGS retums and sampling/ challenge of |Head of H&S 50% 31/03/2014
[+ o for an emargency significant focus for all Reduced employ bers, service P Corp: Resili plans; retums (13/14) Graen
(4 = p or busi ionalisation, third party service delivery models and on-going budget cuts may |e& Ongoing liaison with SMT ding aspirations and exp during y avants
e ; continuity threat challenge the Authorities ability to fulfil its ‘Category One’ responder duties Partnerships|Analysis of AGS and sampling of returns;
[= and Introduction of an SMT Rota and subsequent roll out to BLT.
= Failing to be able to provide support to lone workers as a resuit of IT and telephony | Communica |Analysis of "leavers' programmaed to identify who is left to be able to step up in the avant of an emergency event
£ being unavailable for significant langths of time. teaving over 200 HART  ltion Furiher of Corporate R Plan n liasion |Head of H&S 20% 310372014
support workers and Supported Living workers unable to contact the out of hours This risk will also need to acknowledge the residual risk that remains g the ity's own BCP. as exp mn with Services and SMT Amber
E office. Without priate support i in place, these lone workers are at with Extemal Audit in 2011:
o serious risk of being unable to escalate serious and significant safety and * BCPs for Inf should be regularly tested;
0 fi ing to * The Council should perform an annual full test restore for critical systems: and,
« The Council should undertake a review of its disaster recovery raquirements in conjunction with BULL
C Issues ralating to the of [T and for employees working mora - — - o
c traditional, regular pattemns mean that thera is a significant amount of productive 4 3 Ad-hoc audits of schools Resilience Plans via standard Head of H&S 50% 31/03/2014
© time lost as a result of sporadic outages of the IT and telephony within the school H&S Audits (13/14) Green
o Authority's main administration bases in WPQ and GP.
[ Issues relating to the accessibility of telephony for the public will mean that Central
'..: call will be unable to take calls relating to:
[o] « Highways; -
E « Schools; Incorporation of Public Health into existing Council resilience [Acting ED Public Health  [50% 31/03/2014
 School Trips / Emergencies; and continuity plans and full refresh of Directorate resilience Grean
[o] » Dangerous Structures; and ity plans to be
E + Adults Emergency Duty Team;
* NPS Repairs and Maintenance;
* Bemeslai Homes Repairs and Maintenance: and,
 Major Incident line.
3031 Strategic Penomancemaw p o minimise back office f; ions may drive the Authority to ACE Legal |Council Constitution; (4) Revised Govemance / Neighbourhood Working ACE Legal & Govarmance [0% 31/12/2013 |Refer
— governance or downgrade the focus on meeting proper g ds and ulti & Local Code of Corporate Governance; i ing the i i within the Green matter to
2 compliance failure [remaining ‘safe’. ion M. and Palicies; Govemance team) Audit
o The implemantation of the Area Council Arrangements has required the Council's ToR for Audit Committee; C i
~ Constitution to have been significantly reviewed to ensure Area Council governanca ToR for Scrutiny Committee; / External
3 © and Ward Alliance governance issues are included. Intemal Audit; — Audit for
@ — ‘S Risk Management Policy; 4 4 (22) Parformance Managemaent Head of Performance & [25% 31/03/2014 |considerati
: hd = ; M A including revised C: Plan Part, Report and ‘We Will Statements; Pannerships Grasn on
P N " " . . =
;" g g,‘ 2:::::3:::::;’;:":;:I:,g‘:‘:r:::vnwa?g:ﬂ:{ocg:::'o";:s';z;g:fl‘ SMT_ to re\fiew proces'sgs ra‘la('ng to approvals and decision [ACE Legal & Governance [0% 31/03/2014
£ g’ E Briefing for Elected M: relating to Perf: M. of Area Council activity. making to improve efficiencies Ambec
[ 3 o
-g S T [3032 [Failure of partnership  [As a result of ‘Future Council’ activity, and the potential withdrawal of typical and HED Council Constitution; (21) Partnership Working {including focus on LSP): One Head of Performance & |50% 31/03/2014
g 2 e working / supply chams |traditional public services, the Authority has begun to form complex supply chains  |Corporate  [Local Code of Corporate Govemnance; Bamsley P: hi Fi hened |P: i Graen
< . Ly ip
o © with both the public and private sector, across back office and front office L i ion M. & Policies; and streamlined.
& .“:. E operations, in order to meet the requirements of the austerity agenda. ‘Knee-jerk’ ToR's Audit Committes;
a4 g’ ing without due i ion of the p risks can ToR's Scrutiny Committee; 4
] E. < fund: p the long-t success of outsourcing and partnership Internal Audit - as an intemal control in its own right; (23) Contracting / Procurement: P2.net CorpS L&G P&C ED Corporate Services 0% 31/03/2014
®sc Ina g ion and sl Y. supplier instability in Risk Managament Policy; Contracting / Procurement Green
g_ a ﬁ particular, is certain to The ity may also be chall d by a failure P M: 4 d
3 % of the supplier to meet Private sector may be Exploration of opportunities to share service delivery: +
(&) challenged by a tension betwaen the prolit motive and the public service ethos. (17) Shared Commissioning across the Council / across the |Acting €D Public Health  |50% 31/03/2014
[ Borough: Feedback provided to SMT and Officer Group to Green
Eo feed into Futeure Council considerations
3033 % to adapt the The need to balance the books, gain and meet new could Chief Council Constitution (27) Services as Business Units / Different B Models |ED Corp 0% 31/12/2013
Authority into a lead the Authority into drastic that could i fong-t risks and Executiva  |P M Fi r Amber
sustainable costs, both to the organisation as well as to the community. The Authority runs the Community Strategy for Bamsley {2011 -2015)
organisation risk of moving away from addressing problems with long-tarm solutions, such as Growing Bamsley's Economy (2012-2033) - Economic Stratagy
capital investmant projects essential to meet social and area-based sconomic
challenges. ‘Short-termism’ could lead to d i and an Ci icas O project;
inability to develop long-term economic vitality. Integrating areas of work and consideration of new Sarvice Delivery models such as traded services or social enterprise 4 3 - - -
Consi of joint tecinni r Development of budget saving options for 15/16 budget and [Chief Exacutive p%_ 31/03/2014
Need to ensure that the Authority has the right people to ensure sustainable beyond that attempts to minimises disruption on servicer Green
PP are being ited to their maxi We Will Statement: users and partners
16) 'Ensure customar services and the citizen of access is i -we are a service and
our plans faciltate greater salf-help’ - AMBER |
3034  [Failure to deliver the WRisks relating to the MTFS fall into two main areas: ACE m Menitoring and Reporting; {25) MTFS ACE Finance, Property & [50% 31/03/2014 |Liase with
MTFS - Agreeing a three year plan with Directorates and Members; and, Finance, Financial Regulations; {Information Services Grrasn Cabinet in
- Ensuring delivery against the agread plan, managing variances and areas of over Property & |Corporate Debt Strategy: order to
/ under spend to anable the budget to be balanced. Information [SAP / EBP / Financial Systems Procedures; agree
L Treasury Policy: o e budget
Adverse affact on the Council's resarves / prudential borrowing / Treasury F¢ ing of expendit and (26) Asset Management ACE Finance, Property & |50%  [31/03/2014 Jand MTFS
Managemaent activities; Service Delivery Planning and Service and Financial Planning Processes:; i Information Services Green
Council's reserves falling below minimum working balanacae levels: |Prudential Borrowing Strategy and Indicators: ’
Impact on service delivery and council policies; Budgatary Control / Budget Monitoring Processes: 8 A
Adverse Extemal Audit report / opinion; ‘Annual Governance Review Framework; Development of a range of budget saving options (KLoEs) to| ACE Finance. Property & [100% 31/12/2013
Govemment intervention; 'Ongoing delvelopmaent of SAP; enable Future Council scenarios for 13/14 to be in 0 i Green
inability to undertake robust planning in terms of Future Council activity: M of ions and Ci within MTFS; 14/15 budget
Non-achievement of KLoE savings and consequences on future years Horizon in terms of changi and policy that may affect MTFS;
programmaed or planned savings; A range of budget saving options (KLoEs) have been developed and agreed to enable Future Council scenarios for 13/14 to be reflected in
Inability to develop and implement a ‘Plan B' or contingency plan in the event of 14/15 budget; - — - oo
turther savings being required; £ Enhance use of SAP dasktop, and associated training ACE Fn?nce. Pr_openy & }50% i 31/03/2014
'We Will Statements: (13114) Information Services Green
‘Sustainable Future Council - Resources' 5 5
Financial Monitoring (13/14) to ensure delivery is in line with |ACE Finance, Property & |50 31/03/2014
plan U i Gresn
M ing of A ions and Ci ints within MTFS to  JACE Finance, Property & [50%  |31/03/2014
ansure rel 3 ality and i such as i ices Green
the provision for Equal Pay claims (see Risk 1630), and the
impact of the Digital Region Project (13/14)
Horizon Scanning with regard to general issues that may ACE Finance, Property & MSO% 3 31/03/2014
< impact on LA Funding (13/14) Information Services Grean
—~—
z Development of a range of budget saving options (KLoEs) to]ACE Finance, Property & [0% 31/03/2014
enable Future Council scenarios for 14/15to ba n 0 L Green
15/16 budget
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Corporate Plan C:r'::r(:le
P’:I::llt'i:eu:';r;d Peer Challenge, R’::k Risk Title Risk Consequences MaRr::;er Existing Control Measures May-13 Oct-13 Mar-14 Oct-14 Risk Mitigation Action Ownar % comp R;:i':w Re:::'ory
Couci | ruemen
Themes
3035  |Loss of assets and O or inci of dand/or and/ or one off / big bang |ACE Anti Fraud, Corruption and Bribery Policy: A) Develop govemnance arrangements around Area ACE Legal & Governance [25% 31/03/2014 |Escalate
resources as a result of of Fraud and C leading to fi loss, loss of income, Finance, Antt Money Laundering Policy: Councils and Ward Alliances (13/14) Raised at Member Amber matter to
a one-off incident of  [property and other assets; Property & |Whistleblowing Policy. briefings and Member inf L i HR. Police
fraud / ption / F i / and the like p iby Inf F ions Policy: ofc;
bribery or a sustained or{employees and / or third parties: Services Council Constitution; Undertake
widespread occurenca.rhEnemal Audt public interest report; Local Code of Corporate Govemmance; — (T}
Loss of time in ing be they ‘real’ incidents, or Member and Officer Codes of Conduct [BYEnsure there s an and approp L ACE Finance, Property & |7 '[31/03/2014 |syctoms
- vexatious claims: Police / enmmal i i batween IA, HR. Legal and tha Police to respond tc any Information Services Grae: raview of
w— The consequences of this risk will greatly depend on the context of the individual Annual Fraud Sell Risk Assessment: [incident (13/14): Formal protocol with Potice in place affacted
8 incidents, and will be greatly influenced by both the scale of the incident, and the NFI Data Matching; area(s)
ition of the perp within the O isati M ip of NAFN: - e - =
= Negative impact on employee morale either through actuat incidents, or suspicions ) Analysus o PE,’R oulcomai {oSsSElE lden.lvfyng ,A?E Fn.anca. Pr'openy & [ue F10312014
o of incidents being perpetrated; . H to F raud Sreen
N f ) . training: Analysis of annual fraud self risk assessment to
o Tensions and issues with morale within groups / teams as a result of changes identity smployees who should have extra training dus to
within and to the organisation; Ay empoy 9
()] Increased opportunities to commit fraud duer to management attention being proxmity to high isk areas
‘:' di by change p and i ks _ — -
— Losses arising from officers not doing their jobs proparly, or not expending the !3) Und.erlaka annual Govemanca‘ﬁevuaw to a§SIsl in ACE Finance, Property & [25% 31/03/2014
=1 amount of effort that may have been normal previousty, dus to morale and identifying areas of weakness within the Council {13/14) Information Services CGrae
[T mofivation issues;
2 E) Ensure each BLT member undertakes annual Fraud Risk]ACE Finance, Property & {10/ 31/03/2014
0 Self Assessmant, and undertake analysis of results {13/14) |information Services reen
«
.E F) Develop and implement Fraud Awaranaess training for all |ACE Finance, Property & [50% 31/03/2014
2 staff via E-Leaming platform (BOLD} Information Services CGreel
(2]
uz, 1630 |Failure to ge and of claims; ACX HR, Payment of compensation to reduce risk of claims as appropriats, of ialist legal advice to defend claims. Monitor and Review 13/14 ACX HR. Performance & [50% 31/12/2013
make appropri: Changing working in one service, such as moving to traded services may |Performanc |A number of local claims relating to ‘female to male’ parity have been settled, on budget; Partnerships and Grean
budgetary flexibility for [result in employees within other services feeling that they may be due o & {Setiternents being negotiated on best terms; Communication
Equal Pay Claims. compansation; P: ip
and
‘Communica
tion
i
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